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ABSTRACT

Mobile Computing is a technology that allows transmission of data, voice and video via a computer or any other
wireless enabled device without having to be connected to a fixed physical link. Security is the most important
thing in transmission of data. In wireless network the security is less and invalid data can be easily transmit to the
receiver by the intermediator(attacker). To improve the security of the data batch cryptography is used. The batch
cryptography consist of batch verification and identification. By using these method data protection can be done
in the wireless network. To find the intermediator who produce the invalid signature the Nash Equilibrium is used.
The nash equilibrium will help in the finding the intermediate node in the dynamically changing network. It will
have a history of data transmitted node from the source to the destination.
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INTRODUCTION

Now wireless mobile network have been used dramatically by all the mobile, computer, laptop, etc. Since there
have been development in mobile application and social network in current scenario the wireless network become
domination because it can be used anywhere and anytime. The openness character of the wireless channel will
make easier for malicious node to interfere in your data transfer. To protect your message you have to use digital
signature in your message to make it more secure. The signature will have more verification delay if the message
is large and the quality of service will be affected.

To reduce the verification delay and ensure the quality of service batch cryptographic is used. The batch
cryptographic will used two important technique 1.Batch Verification 2.Batch Identification. The Batch
verification deals with n message pair as a batch. As compare with the traditional batch verification it will be more
efficient. The batch verification will reduce the time delay at the receiver end. The Batch identification will make
sure that the whole batch is valid or not. The batch identification will use divide and conquer method in both the
sender and receiver end. It will be easy if the message is divided into equal parts. The batch identification will
easily identify the invalid signature in the batch which has been created by the intermediate.

Another important technique used is Batch Identification Game Model. The Game Model used to identify the
invalid signature in dynamic attack. The game model must have more than two information in order to identify
the attack. The game model will use Nash Equilibrium. The nash equilibrium consist of four different player
playing card game. The card game could have one looser. The looser will use the winning player strategy to
improve his game play. This strategy will improve the performance of batch identification game model. This will
help to find out whether the attacker is high attacker or low level attacker. And will have a history of all the data
loss or attack which has been done in the transmission and receiving of the message.
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Attacker

The attacker or the intermediate are the ones who attack in the transmission and receiving of the message. The
attacker are the main cause for the loss of data in the wireless network. The attacker would be present at the node
of the wireless network since the message are transmitted through the nodes.There are of two types 1.High-level
attacker 2.Low-level attacker. The attacker could have an easy access in the wireless network because of the
infrastructure
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High-level attacker
The high-level attacker are the most dangerous one’s in the network. The high-level attacker could have access to

50% of your data.

Low-level attacker
The low-level attacker could have 30% access to your data.

BATCH CRYPTOGRAPHY

The Batch cryptography technique is used for batch verification and batch identification. The batch cryptography
is used to improve the quality of the service and to reduce the time delay in the batch identification. The batch
cryptography will make sure that only verified user can see the message which has been send through the wireless
network. The batch cryptography will use the key exchange so that only the destination(receiver) with that key
could open the message to read.

Batch Verification

The Batch verification deals with n(message, signature) pair of batch at the same time. This technique will reduce
the time delay in the verification process. This will only return true if all the n-batch has same signature and return
false if there is a single invalid signature. As compare with the traditional method of verification this technique
will reduce the and improve in the validation of the batch more efficiently.

Batch Identification

The Batch identification will come to process if the batch verification fails. This technique will help to find out
the invalid signature or the bad signature in the batch. The batch identification consist of two important technique.
This technique is used to find whether the attacker is high level or low level.

1.CBI (Condensed Binary Identification)

2.MRI (Multiple Rounds Identification)
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CBI

In Condensed Binary Identification, it first divides the n messages into two groups of equal size. Then, those two
groups are verified using batch verification individually. If the batch verification succeeds, there is no invalid
signature in that group. Otherwise, messages in that group will be further divided into two subgroups, and each
sub-group is verified individually. That process repeats until all of the messages pass the batch verification. CBI
improves the efficiency for batch verification. The time complexity of CBl is ©(d log (n/d)).

_ nforn < 2d — 2
MCBI (d, n) _{Od + klforn > 2d — 1

MRI

In Multiple Rounds Identification (MRI) algorithm, we identify the invalid signatures in an iterative way which
has m (2 < m < n) rounds. In the first round, the n pending messages are divided into 61 groups, and each group
has y1 messages except the last group. Then, each group is verified respectively. The groups identified with invalid
signatures are aggregated as a new pending message batch. In the second round, that new message batch is divided
into 62 groups of y2 messages. In general, in round i, 2 <1 <m, messages from the contaminated groups of round
i— 1 are pooled, and arbitrarily divided into di groups of yi size except the last group whose size may be smaller
than yi. A batch verification test is performed on each group. Note that ym is set to be 1. Thus every invalid
signature is identified at round m. The time complexity of the MRI is ©(log(n/d)).
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GAME MODEL

The game model consists of two different player playing game. In our model one player will be the attacker and
the another player will be receiver. There could be any number of player in the wireless network. The strategy
will differ according to the attacker. The attacker will use two type of strategy one will be high level attack and
another will be low level attack. The receiver or destination should change dynamically according to the attacker.
In the wireless network the chance of finding the strategy is difficult because of the loss of data in the network.
The game model will use history of report on the receiver side. This report is used to find out whether the attacker
is high level or low level. This report will choose which Batch verification technique should be used.

PROPOSED SYSTEM

Batch cryptography technique is a powerful tool to reduce verification time. There will be two directions to apply
the batch cryptography concept in WMNs: Batch verification and Batch identification. It is unrealistic to
completely prevent all adversaries (attackers) from generating false messages with invalid signatures. Thus, to
guarantee the performance of batch verification, we should identify invalid signatures in a batch rapidly. Batch
identification is a technique to find the bad signatures within a batch when the batch verification fails. Due to the
inefficiency of individual identification, divide and conquer techniques have been proposed to improve the
performance of batch identification. Batch identification consists of two algorithms namely Condensed Binary
Identification (CBI) and Multiple Rounds Identification (MRI).

CONCLUSION

In the above paper we have proposed the crypto graphic technique to find the invalid signature in the wireless
network. In the wireless network there could be any number of intermediate in the network. The crypto graphic
technique has two algorithm which is used to find the invalid signature and batch verification in the message.
Then the game model is used to have a history of the transmission in the table format. The nash equilibrium is
used in the game model with the self adaptive and auto match protocol to change continuously to find the
node(attacker). These will help in the quality of service and will reduce the time delay in the continuously
changing wireless network.
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